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ABSTRACT

This paper describes an integrated method using var-
ious techniques to improve testing efficiency. It uses
several empirical techniques (capture-recapture methods,
an experience-based method, and a selection method for
software reliability growth models) and describes ways
to combine the defect estimates obtained to make release
decisions.

Results of a case study applying the integration
method to project data from a large software product from
industry demonstrate that the integrated method can im-
prove the efficiency of system test. Based on post-release
data and interviews with the test manager, the method rec-
ommended the right release decisions using estimations of
remaining defect content.
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1 Introduction

System testing is an important and costly phase of software
development. In software testing, a tester is faced with
two challenges: delaying the release of software when
it is likely to still contain too many costly errors and
limited testing time. The first challenge relates to testing
effectiveness, while the second relates to testing efficiency
(testing too long wastes valuable resources).

The decision to stop testing is usually controlled by
management based on marketing goal. In some organi-
zations, testing stops when testing yield saturates, where
yield is defined in terms of either coverage elements found
(for example number or proportion of branches covered)
or number of faults (or failures) exposed. Unfortunately,
it is not always clear whether the software is ready for
release at that point, as it may contain many undiscoverd
errors. It would be helpful if testers could use testing data
to determine the right point at which to stop testing and
release software. There are quantitative techniques that
can be used to forecast the number of problems that are
likely left in the software at the time of release. Depending
on the estimates, testers can make decisions on whether to

test more or recommend release, giving management the
information to make the right release decisions.

Since no one tool or method works on all data, this
paper proposes a way to utilize and integrate methods
described in [1, 2] to aid in making release decisions. A
method proposed in [1] selects the best software reliability
growth models (SRGMs) to use to estimate the number of
remaining defects. Several static defect content estimation
techniques are analyzed in a case study in [2] and include
capture/recapture models [3, 4], curve fitting models
[5, 6], and a simple experience-based model. Multiple
evaluations provide more credible information for decision
making.

This paper also describes the application of the
integrated method in a case study. The case study uses
defect reporting data from several development phases for
three releases of a large medical record system to evaluate
current testing practices of a group of testers from industry
for efficiency.

Section 2 describes techniques used in the integrated
method to estimate remaining defect content. Section 3 de-
scribes the approach of the integrated method. Section 4
describes the data used in the case study, while Section 5
applies the integrated method to the data and shows how
the set of methods work together to make release decisions.
Section 6 draws conclusions, pointing out advantages and
limitations of the integrated method and presents possible
further work in this area.

2 Background

Research in the area of defect analysis on software compo-
nents has focused on identifying fault-prone components
or predicting the number of defects remaining in compo-
nents based on their characteristics. Models that predict
the number of defects in a release based on the number of
errors in earlier phases of development have the potential
to aid in making release decisions, thereby improving test-
ing efficiency by potentially saving weeks of testing. The
approach for the integrated method is based on several of
these existing methods. This section describes these defect
estimation methods. It also describes the use of defect and



failure estimates for the purpose of making release deci-
sions.

2.1 Defect Estimation using Static Models

Several approaches that use process metrics to estimate
defect content exist. Experience-based approaches are
based on building models from data collected previously.
Studies in [1, 7, 8, 9, 10] predict the number of defects
either within one release or between releases. Yu et al. [7]
investigate using the number of errors detected in earlier
phases of the life cycle to predict the number of defects
found later in system test and post-release. Biyani, et al.
[8] show that the prior release is sufficient for predicting
the number of defects during development or in the field.
The study in [2] considers new functionality added during
system test, which is probably a fairly common procedure
in industry.

Christenson and Huang [9] and Graves, et al. [10]
developed models that successfully predict the number of
defects found or remaining within software based on the
file changes made. Consideration of large, recent changes
and changes to fix defects improve the models.

Various statistical methods [3, 4, 6, 11] use process
data available only from the current project to estimate the
defect content. Two types of models that can be used for
this approach are:

� Capture-recapture models [2, 3, 4, 11], i.e., models us-
ing the overlap and non-overlap of defects discovered
between independent testers to estimate the remaining
defect content. These models have different assump-
tions regarding testers’ abilities and the probabilities
of detecting a defect.

� Curve fitting models, such as the Detection Profile
Method (DPM) and the Cumulative Method [6] plot
test data and fit a mathematical function to estimate
the remaining defect content. These methods make
less restrictive assumptions.

Wohlin and Runeson [6] evaluated the DPM and
the Cumulative Method and compared them to capture-
recapture models. Their results showed that the methods
produced varying estimates, hence the mean value of the
estimates was the most sensible approach to estimating the
number of remaining defects.

Stringfellow et al. [2] apply several of these models.
Their main focus is on using these methods to estimate the
number of defective components in post-release. Their re-
sults show that the actual value turned out to be between the
estimates provided by the m0ml and the mtml model [12],
DPM [6] and jackknife estimator (mhjk) [3]. This is good
as it gives lower and upper limits. These estimates can be
used as additional critera to determine when it is suitable to

stop testing and release software. Results of release deci-
sion analysis show that not only do these methods provide
reasonable estimates, the estimates give a good basis for a
correct release decision. An experience-based estimation
method based on a simple multiplication factor presented
in [2] performed very well, and for this reason, it should be
used as a complement to the other estimation methods.

2.2 Methods that Integrate Experience

Several studies in defect estimation methods [11, 13] at-
tempt to incorporate experience. Runeson and Wohlin [13]
combine capture-recapture with a fault classification
method and apply an experience-based multiplicative
factor to faults found by a single reviewer to make them
less sensitive to the composition of the inspection team.

Briand, et al. [11] address this problem by enhanc-
ing the Detection Profile Method (DPM). Their method
improves on the DPM by providing selection criteria to
choose between linear or exponential curves based on
goodness of fit or a strict ordering criterion, taking into ac-
count the different shapes a fitted curve might have. The
authors also present a selection strategy between the En-
hanced Detection Profile Method (EDPM) and capture-
recapture models. Results show that when using the selec-
tion strategy between the EDPM and the capture-recapture
models, estimates were better in some cases than when
using either EDPM alone or capture-recapture alone. In
no case was the selection strategy between EDPM and
capture-recapture worse.

2.3 Defect Estimation using Software Relia-
bility Models

Many dynamic models [14, 15, 16, 17, 18, 19, 20, 21],
based on various sets of assumptions about the software
and its execution environment, try to assess whether some
software testing objective has been met to determine when
to stop testing.

Goel discussed the applicability and limitations of
software reliability growth models during the software
development life cycle in [14]. He proposed a procedure
that selects an appropriate model based on an analysis
of the testing process and a model’s assumptions. The
problem with this method is that, in practice, many of
the models’ assumptions are violated; hence none of the
models are appropriate.

For the software practitioner, the assumptions or
conditions for the SRGMs are an open problem, because
they are often violated in one way or another. Several
studies [1, 15, 22, 23] have found that even so, SRGMs
perform well in practice in predicting failure rates.



Figure 1. SRGM models not rejected in a) Release 1 and b) Release 2[1].

Stringfellow et al. [1] investigate two concave
models, the G-O model [19] and the Yamada exponen-
tial model [18], and two S-shaped models, the delayed
S-shaped model [17] (a modification of the G-O model)
and the Gompertz model [17]. The selection method in [1]
applies these SRGMs to cumulative failure data grouped
by weeks to determine how well the method predicts the
expected total number of failures and the expected number
of failures that will occur after release. The steps in the
approach are described in more detail in [1], but basically
involve applying several SRGMS at the end of each week
(after 60 percent of testing is complete), checking if the
models’ curves converge and fit well. If they do not, they
are rejected. If they do and they have stabilized, then
their estimates for expected number of failures are used to
help make release decisions. Otherwise testing continues.
The empirical selection method described in [1] aids in
choosing the appropriate model, when assumptions are not
met.

Results show that the selection method based on em-
pirical data works well in choosing a software reliability
growth model that predicts number of failures. Figure 1, for
example, shows the plot of the failure data from Release 1
and Release 2 in their study. Figure 1a clearly shows that
the data has an S-shaped curve and the correlation values
show that the S-shaped models did provide a good fit to the
data in Release 1. Used as a guide for system testing, the
selection method suggests that system testing should have
continued. This decision is supported by the opinion of
one tester who believed that too many failures occurred af-
ter Release 1 and that testing should have continued a bit
longer. Figure 1b shows that the concave models provided
a better fit in Release 2. The selection method is robust in
the sense that it is is able to adjust to the differences in the
data and to differentiate between the models.

3 Approach

The approach used to develop an integrated method to im-
prove testing efficiency involves several defect estimation
methods and uses defect data from testing and post-release,
based on the idea that past behavior is often the best pre-
dictor of future behavior. The steps in the approach are:

1. Use static defect estimation techniques to estimate
the remaining number of defective components in the
software [2].

2. Apply the SRGM selection method [1] to estimate the
number of failures that will occur after release. It is
important to have an (iterative) selection method to
determine the best model(s) for estimating the total
number of failures in the software, based on the failure
data collected.

3. Use the estimates to make release decisions.

The approach compares the estimates from the vari-
ous estimation methods to acceptability thresholds. If
the estimates are above the thresholds, the approach
recommends stopping test and releasing the software.

Figure 2 shows a flowchart for applying the methods.

4 Data

The defect data in this study come from three releases of
a large medical record system, consisting of 188 software
components. Each component contains a number of files
(ranging from 1 to over 800) that are logically related.
Between three to seven new components were added in
each release. Many other components were modified in all
three releases.

In this study, an on-line tracking database records de-
fect reports. For each defect the the following information
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Figure 2. Flowchart for applying the integrated method.

is included: unique identifier, release identifier, phase in
which defect was reported, test site reporting the defect,
defective entity (code component), whether the component
was new for a release, and the report date. Developers,
testers, and customers have access to the data through the
tracking database. The tracking database performs some
validation of the data recorded.

Interviews with testers aided in understanding the
testing process more fully. They helped to ascertain which
factors other than testing activities could affect the data.
These interviews also determined whether underlying
assumptions of models were met, what the quality expecta-
tions were (this was important as it drove setting thresholds
for the integrated method), and what aspects of the testing
process could be changed to improve testing efficiency.

Prior to the start of system testing, the system test
group performs a qualification test to determine if the
system is ready for test. This reduces the number of severe

failures that would prevent testers from exercising all the
code. Old components are retested after new components
are added. Other interview questions revealed that system
testers do not currently use stopping rule methods to make
release decisions. Release decisions are schedule-driven or
based on the number of defects found in the last few weeks.

The organization in this case study is very good at
documenting problems. Not all developing and testing en-
vironments are of such high quality. Each project and en-
vironment has characteristics that need to be taken into ac-
count when determining what techniques to apply.

5 Integration Analysis

Since no one tool or method works on all data, the inte-
grated method uses a set of methods that complement each
other with selection criteria for each. Multiple evaluations
provide more credible information for decision making.
The best methods for this case study include:

� Capture-recapture methods: m0ml, mtml, and mhjk.

� Curve-fitting methods: dpm(linear).

� Experience-based method.

� SRGM selection method.

All these methods are applied iteratively (on a weekly
basis) to determine whether testing should stop.

Table 1 shows the decisions based on the estimates
for the static defect and SRGM selection estimation meth-
ods for Release 3. The threshold for these static methods
is 5 defective components remaining. The threshold for
SRGM selection method is based on number of failures re-
maining and is 10. The correct decisions are shown in bold.

Table 2 shows the recommended decisions for the var-
ious methods in the last week of system test for Release 3
in the case study. Because the m0ml, mtml and dpm(linear)
estimators produce similar estimates, they are grouped to-
gether. The table also shows the correct release decision
based on the opinion of system test group. Their opinion
is based on the number of defects found and the number of
failures in post-release.

These methods may be combined in several ways:

1. Logical AND, that is, all methods must say stop (the
most conservative).

2. Sequential (apply one rule after another).

3. Majority (least conservative).

The first combination results in decisions to continue
testing in all three releases. Based on subjective expert
opinion, these decisions are correct for the first two



Table 1. Release 3 decisions earlier in test. [1, 2]

m0ml mtml dpm (linear) mhjk exp-based SRGM

5 weeks earlier continue continue stop continue continue continue
4 weeks continue stop stop continue continue continue
1-3 weeks continue continue stop continue continue stop
last week continue continue stop continue continue stop

Table 2. Release decisions in last week of test.

Method Release1 Release2 Release3

m0ml stop stop continue
mtml stop stop continue
dpm stop stop stop
mhjk continue continue continue
exp-based – continue continue
SRGM continue continue stop
selection
subjective continue continue stop
opinion

releases, but not the third.

A sequential combination may be defined as follows:

1. If mhjk says stop, stop. (Mjhk is the most conservative
estimator.) If the mhjk says continue, go to the next
rule.

2. If the SRGM selection method and at least one other
estimation method says stop, stop. Otherwise go to
the next rule.

3. If at least one of the following methods, m0ml, mtml,
dpm(linear) and the experienced-based method say
stop, stop. Otherwise go to the next rule.

4. Continue test.

This sequential combination results in the correct decisions
for all three releases.

The third way of combining methods recommends
stopping test, if the majority of the methods recommend
stopping. Because the m0ml, mtml and dpm(linear)
estimates give estimates that are close to each other, they
are grouped together. If at least one of them recommend
stopping, the group recommendation is to stop. For
Release 1, this gives one recommendation to stop and two
to continue, so the decision is to continue. For Release 2,
this gives one recommendation to stop and three recom-
mendations to continue, so the decision is to continue. For
Release 3, this gives two recommendations to continue and
two recommendations to stop, a tie. In the case of a tie,

the system test group may decide to be conservative and
continue testing for one more week. Alternatively, they
may check the number of defects found in the last week.
In Release 3, only one defect was found in the last week,
so testing should stop. Using the majority of methods in
this way results in the correct decision for all three releases.

Using only one method to make release decisions will
not necessarily work all the time. (Although the SRGM se-
lection method works for all releases in this study, more
case studies are needed to validate this.) Requiring all
methods to recommend stopping is probably too conser-
vative. A sequential combination or a majority of recom-
mendations made by several estimation methods would be
more robust.

6 Conclusion

This paper proposed an integrated set of methods to
improve the efficiency of system testing. The estimation
methods were successful in estimating defect content or
failures after release. This paper, however, focuses more
on the use of defect estimation methods in an integrated
way to make release decisions. Results show that defect
estimates provide a good basis for a correct decision to
stop testing and release software. Because not one method
works on all projects or in all environments, the integrated
method recommends a strategy of applying a set of
techniques that complement each other, so that it will work
in more than one environment. Other methods also need to
be evaluated for the purpose of making release decisions.
Methods for calibrating and customizing the approach for
different projects and environments are needed.

This paper empirically validated the integrated
method in a case study by applying the method to three
releases of a large software product. Results show that
the integrated method is robust. For example, defect
estimation methods applied in successive weeks result in
small changes in estimates. The integrated method is easy
to use - most of the techniques can be easily implemented
in a commercial database and spreadsheet package, imple-
mented in tools, or downloaded from the web. However,
the integrated method needs to be evaluated in more case
studies.



The integrated method provides quantitative informa-
tion to guide testers in making the right release decision.
Results from this case study show that both static and dy-
namic defect estimation methods provided good estimates
of actual post-release defect content using system test data.
This study was able to use the estimates to make decisions
to stop testing and release software. The integrated method
applied weekly can identify the point at which software is
ready for release, thereby saving weeks of testing.
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