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ABSTRACT 
 

The evolution of data communication technology has increased Internet traffic with 
negative effects on the user’s response time. An existing mechanism to combat such effect is 
Web caching, in which intermediary systems are used to temporarily store information that may 
be retrieved by multiple users or by a same user multiple times.  Software engineers, designing 
applications for this new environment, depend on techniques that emphasize the satisfaction of 
the users’  requirements and the availability of computing resources on the processing site. 
However, software engineering classes may be overlooking some of these problems. In this 
paper, caching problems related to Web applications are presented.  Knowing these problems 
exist is important in software engineering web-based applications. 

 
INTRODUCTION 
 
 The evolution of data communication technology and graphical user interfaces has 
influenced software engineering course projects in recent years.  While these courses still place 
emphasis on team development, applying analysis and design techniques, planning the project 
and testing, concepts of user interface design are often covered as well.  Students working on 
their software engineering projects apply all these concept, and are also influenced by the 
commercially available software they use, much of which is networked and web-based.  Some 
software projects may require developing software for hand-held devices like personal digital 
assistants (PDAs). 

Network devices that are transparent to the users, such as web caches and firewalls, are 
usually ignored in the design process and not considered as resources that can improve or 
downgrade the performance of the application. Ignoring the existence of these devices during 
application design, however, may introduce critical errors in the behavior of the designed system. 
New software engineers should be prepared to identify these problems and document them in 
their requirement analysis.   

Analysis of a set of interactive Web applications shows that designers prefer using scripts 
to assemble dynamic Web pages after evaluating a user’s request. However, this design approach 
results in dynamic Web pages that are not usually cached, and consequently do not benefit from 
the performance improvement provided by the cache [2, 5].  Software engineers, designing 
applications for the new Web environment, depend on techniques that emphasize the satisfaction 
of the users’  requirements and the availability of computing resources on the processing site. 
Other extensions to software engineering methods can model the processing site as a distributed 
environment that allows the designer to anticipate the use of communication networks and 
multiple systems.  Bouguettaya et al. discuss a dynamic structure and system for describing data 
sharing [3]. Buhr explains how Use Case Maps (UCMs) can simplify complicated systems and 
introduce initial information on the network medium scale [4]. Karunanithy et al. discuss a 



  

scenario where they provide personal information for mobile users with an assortment of end-
user devices [10]. Mori, Paterno and Santoro discuss a tool that will help developers with 
different ways of presenting their tasks in a very detailed manner and to replicate their dynamic 
behavior [12]. However, such techniques focus on systems that are easily identified either by the 
user or by the designer. Other studies in software engineering focus on application development 
and do not consider the web caching influence on the behavior of the application [7, 8, 9, 11, 15]. 

In order to establish the basis for the new application development guidelines, the next 
section presents a brief description of web caching, followed by a discussion on problems 
identified with the implementation of an interactive web application. The paper ends with a 
summary of the concepts and observations presented in this study.  

 
BACKGROUND 
 
 Web caching is commonly used to reduce the latency that a Web user perceives when 
requesting a page on the Internet.  It is a mechanism in which intermediary systems are used to 
temporarily store information that may be retrieved by multiple users.  One of the most common 
forms of Web caching has been to place a cache component in the user’s system. Other choices 
are at institutional, regional and higher levels, as represented in figure 1.  In a caching structure 
similar to the one in figure 1, the Web browser maintains in the host hardware a copy of the most 
recently visited Web pages.  When a user requests information from a Web site, the browser 
attempts to fulfill the request from the pages located within its cache.  When the request cannot 
be fulfilled from the local cache, a request to the remote host is initiated.   

Figure 1. Diagram showing possible placement of Web caches. 
 

To avoid having users from the same organization initiate duplicate requests for the same 
Web page, a cache is also often placed at the point where an organization’s computer network 
connects to the Internet, usually a firewall system.  This helps to reduce the number of outgoing 
requests, reducing the user’s response time and the data traffic on the external network. A 
potential problem that must be considered at all levels of caching is the quality of the information 
of a stored Web page [1, 16].  If document X is potentially valid for several hours before it must 
be updated, then caching X will improve the overall system performance without having any 
negative consequence. However, if an object Y is more likely to have a short life span and be 
meaningless if not frequently updated, caching Y could send invalid responses to the user 
accessing that information.   The hypertext transfer protocol (HTTP), the communication 
protocol used to access Web pages, defines cache management parameters that describe how to 
properly handle information located on a page, for example, if a page is ‘cacheable’  or not.  
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Currently, some of the most common and significant parameters allow the applications to specify 
if a page is cacheable, the length of time the information can be kept in a cache, if the page 
should be cached only at the user’s local cache, or not cached at all. 
 Applications that interact with the user in a way that generates new information, such as a 
flight reservation system or an online bookstore, are usually implemented by using scripting 
languages and database access. PHP (PHP Hypertext Preprocessor) is considered to be the most 
popular Web application server scripting language [17].  PHP is used to define that access to the 
database and to build the web page to be sent as response to the user’s request. The response web 
page is coded in HTML for the more traditional Wired Web and eventually in wireless markup 
language (WML) when communicating with wireless devices such as a cell phone [6].  

 
WEB APPLICATION CHALLENGES 
 

Web caching is usually transparent to the user and to the application designer, except for the 
possible improvement in response time. The application designer, when planning the 
development of a system, usually will not have enough information to judge if a web cache is 
involved. Also, if this developer is not knowledgeable in network protocols, he or she will focus 
on the application functionality, i.e., the interface between the scripting language and the 
database and the assembly of the pre-defined response pages. In order for students to understand 
the consequences of ignoring the information on web caching, the instructor may present the 
following scenarios exemplifying the use of interactive applications. 

Case 1: A cell phone user arrives at the airport and finds out that her flight was cancelled. By 
accessing the Internet through the cell phone, such a user can immediately re-schedule her flight 
(as seen in some TV commercials). In order to do that, the user needs to find a different flight, 
check for seat availability and make a reservation. A second passenger, with the same problem, 
borrows her cell phone and without disconnecting tries to re-schedule his flight to the same flight 
that she got the new reservation. A typical system will provide an answer for the second user that 
shows at least one less seat in the availability chart of the new flight (the seat reserved by the 
first user). However, if the caching system resident in the cell phone decides to store dynamic 
web pages, the second user may end up getting exactly the same answers as the first user, which 
would imply that both reserved the same seat (also assumed here is that no special dynamic 
caching technique was used to invalidate the pages after they were stored).  

Case 2: A student takes an online multiple-choice test and when verifying the score, finds 
out that one of the answers in the test key was wrong. Under these conditions, the student got a 
score of 85 points when it should really be 90. The student complains with the faculty member 
responsible for the test who immediately corrects the answer key in the database. A second 
student comes in and takes the same test in the same machine. By coincidence, this student 
answers exactly the same choices as the previous student. Even considering that the database 
with the answer key has been corrected, the student still gets an 85 point score. It is clear then 
that the machine had cached the previous responses from the server and was unable to 
distinguish between the two users.  

When developing the application, the designer may not be able to obtain enough 
information to predict these situations.  However, a simple solution exists to avoid such a 
problem. The web caching systems store and identify pages by their URL. The caching system, 
when receiving a URL, should be able to identify it as a dynamic page, if the URL includes any 
form of parameter passing. For example, 



  

 http://www.hotelselect.com/res/html/HInfo?hotel=FL555&sd=7 
is a modified URL from an actual request for a hotel reservation system. If the browser is unable 
to recognize this URL as a dynamic request, then it will retrieve stored pages that were cached 
earlier with the same URL, introducing an error in the information generated by the system as 
described in the two case scenarios presented earlier. Users, as well as developers, may look at 
solutions that investigate all the current characteristics of the network structure in which the 
system will be used. Such a solution is not sufficient to eliminate the possibility of errors, since 
future changes in the network may introduce new variables in this process. Another possibility is 
to resize the local cache to zero in all machines using the system.  However, this would still leave 
a chance of future changes in the cache size. In addition, it would not solve the problem, if 
another cache existed in the path between the local system and the application server. This last 
option would also downgrade the performance of the Web browser for other applications that do 
not depend on dynamic pages. 
 A simple solution, which would work according to the HTTP definition, is the use of 
HTTP header parameters to specify dynamic responses as non-cacheable. While this is probably 
the best approach, it still assumes that any cache system will be correctly configured, working 
under the expected HTTP standards. A more trivial solution would be to add to the list of 
parameters the time and date of the request, making each request unique with respect to the 
cache screening mechanism. The server side script would disregard the date/time information, if 
not necessary to the application, and proceed by preparing and sending a new answer. 
Unfortunately, this solution increases the amount of data being transmitted by the system. Other 
solutions would require a better software engineering methodology.  

 
EXPERIMENT DEMONSTRATION 
 

 In order to verify the possibility of these catastrophic errors, an online wireless testing 
application that allows a student to take multiple-choice tests is developed.  First, a series of 
WML decks are written introducing the user to a school’s home page and then linking to an 
individual faculty member's pages.  From the faculty Web page, the online testing application is 
accessed through a hyperlink.  Next, the database containing all information about tests including 
name of the test, objectives covered, questions, answer choices, and feedback responses was 
created.  The WML code can be written with a PHP script embedded into it, connecting it to the 
MySQL database to prompt the user to select which test to take.    Figure 2 shows experimental 
output on a generic cell phone and on a PDA.  This application allows a student to take multiple-
choice tests.  The questions are displayed one at a time, along with answer choices.   

 

Figure 2.  (a) Display of question with answer choices (Image courtesy Openwave Systems Inc.). 
(b) Testing system implemented in a PDA. 



  

Each time the student answers a question, the answer is saved and the next question along 
with answer choices is retrieved.  The application continues to display questions until it was 
determined that all questions for a particular test had been presented.  At that time, the 
application shows each question number and the student’s response to the question. After all 
answer choices and feedbacks have been displayed, the student’s test score is shown. 
 The suggested application was tested using the simulator embedded in OpenwaveTM  
SDK [13, 14].  This simulator assumes that any page is cacheable and therefore, it will retrieve 
from the cache dynamic pages that passed exactly the same parameters. During the experiment, 
the main concern was if and how the various pages would be cached.  When the simulator was 
initially started and a particular test with 20 questions was selected and taken, there were 25 
server hits.  After taking the test once, the same test was taken again with exactly the same 
answers.  During this instance of test taking, there were 0 server hits or 100% cache hits.  To 
further examine the caching process with the simulator, the test was taken once again, supplying 
all correct answers (score of 100) and without disconnecting before taking the test.  However, the 
database in the Web server was updated and the correct answer choice on question 1 was 
changed. Taking the test again with the same 20 answers as the first time should result in a score 
of 95. Actual results show it still scored 100, because it used a page in the cache left over from 
the previous time the test was taken.  In order to improve the test, meta tags were added to the 
header portion of the WML code specifying a zero value for maximum age. This action was 
equivalent to assigning the page as non-cacheable. The experiment was conducted again and 
during the second test, all pages were retrieved from the server even though the answer list was 
identical.  The experiments conducted with this simple application help to confirm the uncertain 
behavior of the caching systems. The current research in caching dynamic pages also suggests 
that future changes will be implemented in the systems and the developer will not be able to 
prepare for them. The use of unique parameters in the page requests seems to be the more stable 
and reliable solution at this point and worked well in experimental trials. 
 
SUMMARY 
 
 Network solutions, such as firewalls, and web caching, are usually transparent to the user 
and to the software engineer designing the application. This paper shows that web-caching 
systems may interfere with the behavior of an application and introduce invalid information to 
the user. Software engineering instructors need to prepare students for these new challenges. 
Two simple mechanisms already available in the network protocols allow the developer to 
guarantee the correctness, in any circumstance, of the behavior of the application with respect to 
web caching. Unfortunately those solutions contribute to increase the network traffic load. 
Additional studies are required to allow the identification of new solutions to this problem and to 
evaluate the cost benefit of adopting those solutions. 
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